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Abstract. A multilinear Boolean polynomial f is a polynomial over
GF(2) in which each variable has degree at most 1. Such polynomials
arise in Boolean circuit optimization, yet their efficient factorization re-
mains challenging. We present two Monte-Carlo algorithms that advance
this problem.

Our first factorization algorithm assumes f is given in the sparse repre-
sentation. It has algebraic complexity O(n’t) over a suitable extension
field GF(2%), where n is the number of variables and ¢ is the number
of terms of f. Our C implementation achieves substantial speedups over
both the FDE and GCD algorithms of Emelyanov—Ponomaryov [7].

Our second algorithm assumes f is given by a black box for its eval-
uation. Here we apply our recently developed black box factorization
algorithm CMBBSHL [5] which is implemented in Maple and C. The
black box representation allows us to reduce the parameter ¢ (the number
of terms of the input polynomial f) to T' = smax (3 #/fi + €(probe B))
(which can be < t), where the f; are the irreducible factors of f, Smax 18
the maximum number of terms in any coefficient (in the highest ranking
variable) in any factor, > #f; is the total number of terms in all irre-
ducible factors, and €(probe B) is the cost of a single black box probe.
This yields an overall algebraic complexity O(n?T). Our Maple and C
implementation of our second algorithm is the fastest algorithm when
T < t.

Keywords: Multilinear Polynomials - Boolean Polynomials - Polyno-
mial Factorization - Black Box Algorithms.

1 Introduction

A polynomial f is multilinear if it is degree 1 in every variable. For example
f = (x1+x2)(x3w4 4+ 1) is multilinear. This restriction implies that the factors of
f must have disjoint sets of variables. A polynomial f is a Boolean polynomial
if all its coefficients are equal to 1. Thus f = x1x324 + Tox324 + 21 + 22 is both
multilinear and Boolean. Notice that the factorization of a multilinear Boolean
polynomial over the fields GF(2) and Q is the same. One problem setting where
multilinear Boolean polynomials arise is Boolean circuit optimization [7].
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In 2010 Shpilka and Volkovich [19] showed that factoring polynomials whose
factors have distinct variables is polynomial time equivalent to identity testing. In
2018 Emelyanov and Ponomaryov [7] gave a deterministic algorithm called FDE
based on such an identity test for factoring a multilinear Boolean polynomial
which has bit complexity O(n?t?logt) where n is the number of variables of f
and ¢ is the number of terms of f. Note the bitsize of f is O(nt).

Emelyanov and Ponomaryov [7] gave a second algorithm based on GCD com-
putation. For f = axy + b where a,b € GF(2)[xa,...,z,], a # 0, they compute
g = ged(a, b) which yields the factorization f = gh, where h = f/g is irreducible,
then they factor g recursively. For the GCD computation, Emelyanov and Pono-
maryov assume Zippel’s probabilistic algorithm [23] is used for the GCD and
state the complexity of Zippel’s algorithm at O(t%) based on the work of de
Kleine, Monagan, and Wittkopf [14]. They compared this GCD algorithm with
the FDE algorithm and found that the FDE algorithm was somewhat faster.

Note if the GCD computation is done over GF(2), Zippel’s algorithm must
work in GF(2%), an extension of GF(2) for some suitable k so that it does
O(t?) arithmetic operations in GF(2*). If the GCD computation is done over Q,
Zippel’s algorithm can work in GF(p) for a suitably large prime p so that it does
O(t3) arithmetic operations in GF(p).

Our first contribution in this work is a Monte Carlo algorithm with algebraic
complexity O(n?t) multiplications in GF(2¥) for suitable k. We implemented the
algorithm in C for k = 63 where elements of GF(2*) are represented by 64 bit
integers and monomials in f are encoded as bit vectors. For ease of use we have
also written a parser to read in the polynomial f from a file in a simple text
format. Our benchmarks show that our Monte Carlo algorithm is significantly
faster than Emelyanov and Ponomaryov’s GCD algorithm and FDE algorithm.

Our second contribution concerns the case where f is available through a
black box representation. For example, f = det(4) and A is a matrix with
multilinear Boolean polynomial entries. In this setting, we use our recently de-
veloped algorithm CMBBSHL [45] to factor f over Z, which is equivalent to
factoring f over GF(2). Algorithm CMBBSHL is currently the most efficient
black box factorization method known, outperforming the seminal algorithm of
Rubinfeld and Zippel [I8]. It is Monte Carlo with a low failure probability [4]. In
this case, the overall algebraic complexity is O (n?smax (3 #fi + €(probe B))),
where spax is the maximum number of terms in any coefficient (in the highest
ranking variable) in any factor, > #f; is the total number of terms in all irre-
ducible factors, and €(probe B) is the cost of a single black box probe. Typically,
Smax (O #fi + €(probe B)) < ¢, and it may be much smaller.

Our paper is organized as follows. Section [2| presents the GCD algorithm
and the FD explicit algorithm of Emelyanov and Ponomaryov from [7], followed
by our Monte Carlo algorithm. Section [3] presents our algorithm CMBBSHL for
factoring multilinear Boolean polynomials and its complexity analysis. Section
[] presents two timing benchmarks. Section [5] gives some implementation de-
tails and an example showing how to use our C code which is available on the
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web at www.cecm.sfu.ca/ “mmonagan/code/boolFactor We end with a short
conclusion.

2 A Monte Carlo Algorithm with O(n?t) Complexity

2.1 Definitions and Preliminaries

Definition 1. Let F be a field and let f be a polynomial in Flxq,...,x,]. We
denote the total degree of f by deg(f) and the degree of f in x; by deg(f,x;).
We say f is multilinear if deg(f,2z;) <1 for 1 <i < n. We denote the variables

of f by var(f).

Ezample 1. Let f = (zaws+x324)r1+ (x223+2324). Then deg(f) = 3, var(f) =
{z1,29,23,24} and f is multilinear and factors as f = z3(zs + x4)(z1 + 1).

Remark 1. If f is multilinear and f = gh for some g,h € Flxy,...,x,], then
var(g) Nvar(h) = ¢ because of the degree constraint.

Definition 2. Let F' be a field and let f be a polynomial in Flxq,..., x,].
If f = 22:1 a;iM;(z1,...,x,) where a; € F is non-zero and M; are distinct
monomials in {x1,...,x,}, then the monomial content of f is moncont(f) =
ged(My, ..., My). If moncont(f) = 1, we say f is monomial primitive. If f =
Z?:o a;(z1,...,2,)x%, the content of f w.r.t. xy is cont(f, 1) = ged(ag,as,

.yaq). If cont(f,x1) = 1, we say f is primitive in x1. We denote the number

.o'ftermst of f by #f.

Ezample 2. Let f = z1xox3+x120304 + o3+ 23204 = (Xox3+x324) 71 + (X223 +
x324). Then #f = 4, moncont(f) = x5 and cont(f,x1) = xox3 + xo24.

Definition 3. Let f be a multilinear polynomial in variables X = {x1, 22, ...,
xn} over Fy and let Y C X. Let P be the set of distinct monomials obtained by
replacing each variable in X \'Y by 1 in f. We define the projection of f onto
Y denoted proj(f,Y) is the sum of the terms in P.

If the monomials in f are ordered in lexicographical order with z; > zo >
-+ > @y, then proj(f,Y) € O(ntlogt) where t = #f. In general the monomials
do not remain sorted. We give an example.

Example 3. Consider f = fifo where f; = x1 +1 and fy = x5 + 1. Then
f=hf2=mz2+21 + 22+ 1.

Our algorithms will compute one of the factors, say fi, then divide f by f1 to
get the other factor fs. Because f is multilinear the division can be done by
the projection proj(f,var(f2)) = proj(f,{x2}). Going through the monomials
T1Z2, X1, X2, 1 in order, the set P of monomials is

P = {x27 ].,.’EQ, 1}

which when sorted gives P = {x3,22,1,1} from which we obtain the factor
T + 1.
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Suppose f is multilinear and f = gh for some g,h € Falxy, ..., 2,]. Observe
that proj(f, var(g)) = g. Also if we substitute all variables in X \ Y by 1 into f,
we obtain cg where ¢ = #g which gives us another way to efficiently compute

proj(f, var(g)).

Ezample 4. Let g = z120 + 1, h = z3x4 + 3 + 5 and
f=gh = 21222324 + 212223 + T 12225 + T374 + T3 + T5.

Then proj(f, var(g)) = proj(f, {z1,z2}) = x1+x2+1since P = {x129, X122, x1 22,
1,1,1} = {z129,1} and f(x1,292,1,1,1) = 2120 + 122 + 2122 + 1 + 1+ 1 = 3g.

2.2 Factorization Algorithms and GCD Algorithms

Let F be a field. To factor a polynomial f € Flx1,...,x,], multivariate factor-
ization algorithms use a multivariate version of Hensel’s Lemma. They begin by
selecting a main variable, say x1, and compute and remove the content of f in x
and then perform a square-free factorization of f to identify repeated factors of
f- However, if f is multilinear, computing the content of f is sufficient to factor f.
Suppose f = a(xa,...,z,)x1+b(22,...,2,). Let ¢ = cont(f, z1) = ged(a, b). If f
is multilinear then f/c is irreducible and, since ¢ is a polynomial in F[xs, ..., Z,],
if ¢ # 1, it can be factored recursively. This yields the following algorithm for
factoring multilinear f.

Algorithm 1 GcedFactor

Input: Multilinear f € Flz1,...,xx]

Output: Irreducible factors of f

if deg(f) <1 return f end if

Pick x € var(f).

Compute ¢ = cont(f,z).

if ¢ = 1 return f else compute p = f/c end if

Let c1,...,cr be the output of Algorithm [I] applied recursively to factor c.
return (p,ci,...,cr).

Algorithm 1 reduces factorization of multilinear f over Fy to multivariate
GCD computation over Fy. GCD algorithms for sparse multivariate polynomials
over finite fields fall into four general categories, (i) those that use multivari-
ate Hensel lifting e.g. Wang’s EEZGCD algorithm from [20], (ii) those that use
(sparse) polynomial interpolation e.g. Brown’s dense algorithm from [I] and Zip-
pel’s sparse algorithm from [23] which is used by Maple, Magma, Mathematica
and Fermat, (iii) those that use Kronecker substitutions e.g. Hu and Monagan
[ITI] and Huang and Monagan [12] and (iv) those where the polynomials are
represented by black boxes for their evaluations e.g. Diaz and Kaltofen [9].

For polynomials over F' = 5 all cited GCD algorithms need to work over
GF(2%), alarge extension of Fy. Some of these GCD algorithms begin by choosing
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a main variable, say y, so for f = ax+b, to compute g = ged(a, b), they compute
cont(a,y) and cont(b,y) then @ = a/cont(a,y) and b = b/cont(b,y) by division.
Then they use g = ged(cont(a,y), cont(b,y)) x ged(a,b). The first ged can be
done recursively. The second can be done by trial division. If this process is
done recursively then these content computations and divisions are sufficient to
compute the GCD.

Algorithms which interpolate g = ged(a, b) from univariate images require
at least ¢ images (Zippel’s algorithm needs O(nt) images). To get an image
they must evaluate a and b at points in GF(2¥) which costs at least O(nt)

multiplications in GF(2*) per image, thus at least O(n?t?) multiplications in
GF(2%).

2.3 FD Explicit Algorithm

In [7], Emelyanov and Ponomaryov present a GCD free algorithm for factoring
multilinear f over Fs. In their presentation it is assumed that f is also monomial
primitive, that is, trivial factors z; of f have been identified and removed.

Let « € var(f) and f = cg where ¢ = cont(f,x). Their algorithm is based
on the following Theorem that can be used to identify the variables in var(c)
and those in var(g). We give a proof of the theorem because it forms the basis
for our algorithm and the proof shows where an expression swell occurs in the
algorithm. First, we recall a theorem about the Sysvester resultant.

Theorem 1. Let R be a unique factorization domain and f,g € R[x] have degree
at least 1. Let ves(f, g) denote the Sylvester resultant of f and g with respect to
x. Then deg(ged(f, g),x) > 0 iff res(f,g) = 0.

Theorem 2. Let f be non-zero, multilinear, and monomial primitive over Fs
and let x,y € var(f) with x #y. Let S = f(x =0)9f/0x. Then

y € var(c) <= g—j =0.
Proof. Let f = ax + b where a # 0. Since f is monomial primitive b # 0 and
0b/0x = 0. Let f = c(ax + b) where ¢ = cont(f, z) = gcd(a,b). We have
af .,

S:f(x:())ax ba = abc”.

Case (y € var(c)). Since f is multilinear, y € var(c) implies deg(ab,y) = 0 thus

08 . 0c? _7, Oc
i (ab)a—y = 2(ab)ca—y = 0 over Fs.

Case (y & var(c)). Let @ = Ay + B and b = Cy + D. Then y ¢ var(c) implies

as

v ?(A(Cy+ D) + C(Ay + B)) = ¢*(AD + BC).
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Now c? # 0 so we need to show AD + BC # 0. Towards a contradiction suppose
AD + BC = 0. We consider four cases: (i) A # 0 and B # 0, (ii) A # 0,B =0,
(iii) A=0,B # 0 and (iv) A = B = 0. For case (i) we have

AD+BC =0 = AD—-BC =0 = res(Ay+ B,Cy+D,y) =0
— ged(Ay+ B,Cy+ D) #1,

a contradiction. For case (ii) we have A # 0, B = 0 implies AD = 0. So either
A = 0 which implies deg(f,y) = 0 or D = 0 in which case @ = Ay and b = Cy
which implies y| f. Both cases lead to a contradiction. Case (iii) is similar to (ii).
For case (iv) A = B =0 implies a = 0 implies f = 0, a contradiction. O

Algorithm [2] FDexplicit below uses Theorem [2| to separate var(f) into var(c)
and var(az + b), two disjoint sets of variables. We can now identify the factors
by projecting f onto var(c) and var(ax + b).

Algorithm 2 FDexplicit (Emelyanov and Ponomaryov [7])

Input: Non-constant multilinear, monomial-primitive f € Fa[z1,. .., Zx]
Output: Irreducible factors of f
if deg(f) <1 return f end if
Pick x € var(f).
Compute S = f(z =0) %.
Vg = {a}, Xe e {}
for y € var(f) \ {z} do
Compute Sy = %.
if Sy =0 then Y. + Y. U{y} else ¥y + X, U{y} end if
end for
if ¥. = {} return f end if
: g« proj(f, %), c<« proj(f,Xe)
: Let c1,...,c, be the output of Algorithm [2] applied recursively to factor c.
: return (g,c1,...,¢r)

— =
N = OO

In the proof of Theorem [2} the quantity S = abc? where ¢ = cont(f, ). Since
c can be large (c may have #f/2 terms), S may have as many as #f2/4 terms.
Thus multiplying out f(x = 0) x df/Jx causes an expression swell. Emelyanov
and Ponomaryov propose the following. Let A = f(z = 0) and B = 9f/0x,
C =0A/0y and D = 0B/dy. Then

05 _ 948 _ 4p . pe.

oy Oy
Directly multiplying AD and BC still causes the expression swell. Furthermore,
if z is a variable in var(f) distinct from = and y, then deg(AB, z) will often be
2, thus requiring a more general data structure than a bit vector for storing the
terms in A, B,C, D and one must sort the products AD and BC. This means



Accelerating the Factorization of Multilinear Boolean Polynomials 7

the bit complexity of computing AD and BC is O(n#f?log #f) and the overall
cost of Algorithm FDexplicit is O(n?# f2log #f).

In this paper we propose to apply the Schwartz-Zippel Lemma in a large field
extension of Fy to test if AD — BC = 0.

2.4 FD using Schwartz-Zippel

Theorem 3. (Schwartz-Zippel Lemma) Let F' be a field and S be a finite subset
of F. Let f be a non zero polynomial in Flx1,xa,...,2,]. If o is chosen at
random from S™ then

deg f

1S

Our modification of Algorithm [2] uses the Schwartz-Zippel Lemma in F =
GF(2%) to test the identity AD + BC = 0. We present the algorithm and then
return to the question of what to use for k. The algorithm needs to, in a pre-
processing step, pick a; € GF(2%) at random for 1 < i < n.

Pr(f(a) = 0] <

Algorithm 3 FDSZ

Input: f € Fo[z1,...,2,] and a € GF(2%)" such that f is non-zero, multilinear,
and monomial primitive

Output: Irreducible factors of f

if deg(f) <1 return f end if

Pick x € var(f).

Compute A= f(zx=0)and B=9L.  // f=A+Bx

Sy e ol See {}

for y € var(f) \ {z} do

_ 9A _ 9B
Compute C = Em and D = 3~

Y

if A(a) D(a) = B(a)C(a) in GF(2F) then ¥, + Z. U {y} else X, + X, U{y}
end if

8: end for

9: if ¥. = {} return f end if

10: g proj(f,Z,), ¢ proj(f, X.)

11: Let ci,...,c, be the output of Algorithm 3| applied recursively to ¢ with input c.
12: return (g,c1,...,¢r)

Our benchmarks will show that 99% of the time in Algorithm [3] is spent
doing multiplications in GF(2¥) in line 7. Although we have not implemented it,
the loop in line 5 on the variables in f can easily be parallelized for a parallel
speedup factor of n — 1.

Theorem 4. Algorithm @ does O(n%#f) multiplications in GF(2%) and addi-
tional work of bit complexity O(n#f).

Proof. Since #A + #B = #f it follows that #C + #D < #f therefore the
number of multiplications in GF(2*) done in step 7 is < 2n#f € O(n#f). Since
the for loop is executed n — 1 times this is O(n?# f) multiplications in total.
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Since the operations f(z = 0), df/0x, 0A/0y, OB/dy, OC/dy, 0D /dy,
proj(f, X.) and proj(f,X.) can all be done in time linear in the size of f (no
sorting is required because after evaluation at x = 0, differentiation, and projec-
tion, terms remain sorted), that is, in O(n# f) bit operations, the bit complexity
of steps 3, 6 and 10 is O(n#f). Since step 6 is executed n — 1 times the total
cost of steps 3, 6 and 10 is O(n?#f).

Since f is monomial primitive, each factor of f has at least two terms, thus
#c < #f/2 and so the cost of all the recursive calls is dominated by the first
call. The result follows.

Theorem 5. The probability that Algorithm[3 outputs an incorrect factorization
is < ndeg(f)?27*.

Proof. By the Schwartz-Zippel Lemma, if AD # BC then

max(deg(AD),deg(BC)) < deg(f)?
2k - 2k

Prob[A(a)D(a) + B(a)C(a) = 0] <

Let f = gc where ¢ = cont(f,z). Algorithm [3| can only return an incorrect
factorization when y € var(g). If y € var(c), AD — BC = 0 thus no error can
occur. Since each variable appears in only one factor of f, then there are only
n — 1 tests which could be wrong in all recursive calls of Algorithm 3. Therefore
the probability of failure is bounded by n deg(f)227%. O

To ensure that the probability of error is bounded by 27190 say, we pick

k > 100 + logy n + 2log, deg(f). However, such a choice for k& will make the
multiplications in GF(2¥) expensive. Before we implemented Algorithm [3| we
thought this would wipe out much of the gain in saving the factor of O(#f).
Instead, in our implementation of Algorithm [3] we choose k& = 63 so that a
multiplication can be done using a sequence of 64 bit hardware bit operations
(see Algorithm [5), and we do two tests, i.e., we also choose 3 € GF(25%) at
random and in step 7 test

if A(a)D(a) = B(a)C(a) and A(8)D(8) = B(8)C(8)

Then the probability of failure is then less than n? deg(f)*27126.

3 A Black Box Algorithm

In the previous section, a multilinear polynomial f € Falx1,...,z,] is given ex-
plicitly. On the other hand, if f can be represented by a black box, it can be
factored using our recently developed black box factorization algorithm CMBB-
SHL [4)5]. An important application is determinant computation, where one
computes det(A) for a matrix A whose entries are multilinear Boolean polyno-
mials. Typically, the irreducible factors of f contain far fewer terms than f itself.
Using the black box representation of f as the input saves the memory required
to store the expanded form of f. It also reduces the cost of evaluating f at many
points when applying a sparse Hensel lifting algorithm to factor f [3].
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Since factorization over Fy is equivalent to factorization over Z for multilin-
ear Boolean polynomials, we apply Algorithm CMBBSHL to f over Z. In this
section, we give an overview of Algorithm CMBBSHL and a complexity analysis
for the case of multilinear Boolean polynomials.

3.1 Sparse and Black Box Representation of a Polynomial
Let us denote f for the input polynomial in Z[z1, ..., x,].

Definition 4. (Section 16.6 of [10]]) A sparse representation of a polynomial
f € Zlxy,...,x,] consists of a list of coefficients ¢, # 0, ¢, € Z and distinct
exponent vectors (eg,,...,ex, ) € N s.t. f = Zk#:fl cr - xt LT

The sparse representation is a natural, readable and ezplicit representation.
In contrast, the black box representation is implicit. Since our black box factor-
ization algorithm is modular, we use a modular black box for § € Z[xy, ..., x,].

Definition 5. A modular black box representation of f € Z[z1,...,2,] is a
computer program B : Z™ x {p} — Z, that on input & € Z™ and a prime p
outputs B(a, p) = f(a) mod p.

p

i

T f(a, ..., an) mod p
N E—
—_—
Fig. 1. A modular black box representation of f € Z[z1, ..., zx].

The internal structure of the black box B is inaccessible. We can only call
the black box at a given point, @ € Z", and obtain its evaluation, B(a, p).

Definition 6. A single evaluation of the black box B : Z™ x {p} — Z,, at a point
a € 7" is called a probe to B.

We now aim to solve Problem P:

Problem P: Given a polynomial § € Z[z1,...,x,] represented by a modular
black box B : Z™ x {p} — Z,, compute its irreducible factors in Z[z1,...,z,] in
their sparse representation.

3.2 Algorithm CMBBSHL

First, we observe that multilinear Boolean polynomials are square-free. Con-
sequently, the general Algorithm CMBBSHL for non-monic, non-square-free,
and non-primitive polynomials simplifies in this setting to the non-monic and
non-primitive case (while remaining square-free). We begin by describing how to
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compute the factors of pp(f, x1), the primitive part of § in z1. Then, cont(f, z1) is
factored recursively. We further observe that, since each factor has a disjoint set
of variables, pp(f, 1) has only one factor. The description of the algorithm below
is for the multi-factor case; however, in the complexity analysis we simplify by
considering only one factor in pp(f, 7).

If the input polynomial § is in the sparse representation and is non-monic, two
established methods exists for pre-computing the leading coefficients of its fac-
tors: Wang’s leading coefficient correction [21] and the approach by Kaltofen [§].
However, for our black box factorization algorithm CMBBSHL, pre-computing
leading coefficients is unnecessary. Instead, we use a strategy in which the bivari-
ate images are scaled at each Hensel lifting step so that their leading coefficients
match those of the corresponding input factors, as detailed in [4].

We define a Hilbertian point, which we use in our algorithm description.

Definition 7. Let P € Zlxy,...,x,] be an irreducible polynomial over Z. A
point @ = (aa,...,a,) € Z" ! is called Hilbertian if P(xq, s, ..., q,) remains
irreducible over Z and deg(P(x1,a)) = deg(P,x1) [15].

Remark 2. In practice, non-Hilbertian points are rare. For the sharpest known
bound on the number of non-Hilbertian points of P(z1,...,z,), we refer the
reader to Cohen [6].

The following steps are performed prior to sparse Hensel lifting:

1. Choose a large prime p (e.g. p = 26! — 1) and a positive integer N < p.

2. Choose an evaluation point & = (ag,...,a,) € Z™! randomly from a suffi-
ciently large set [1, N —1]"~! such that « is Hilbertian with high probability.

3. Compute d; = deg(f, z;) for all 1 < j <n w.h.p. (For details, see [5])

4. Compute f(x1,e) mod p w.h.p. by a univariate dense interpolation. Then,
recover f(z1,a) € Z[x1] using Chinese remaindering with different primes.

5. Factor f(z1,e) over Z. Let the irreducible factorization of f over Z be

f=n]]fi€Zlz,... 2l

=1

where deg(f;,z1) > 0 (= 1 for multilinear Boolean polynomials), f; is irre-
ducible over Z and primitive in 1 for 1 <4 < r, r is the number of factors in
pp(f, 1), h = cont(f, x1) € Z[za,...,x,] and it is not factored at this stage.
Let A; := cont(f;(z1,a)) € Z for 1 <4 <r and let A\, :=[[;_; ;. Let

A 1
fii= yfi(l‘l, ceyXp) € L[, ..., x,) for 1 < <r and (1)

h:=Aph(xa, ..., 2pn) € Zlxa,. .., Ty
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With high probability, e is Hilbertian. Thus,

f(r1,0) = Hfzﬂh, ) = h(a (HAfzmh )w.h.p.
HAHfm, ) = h(e Hflxl, € Z[n1],

h(a)

where fi(acl,a) is primitive and irreducible over Z.

Define A :=[]'_; \i- By (1),

p(f, z1) Hfl ml,...,xn):AHfi(ml,...,a:n),
i=1

where fi(21,... y@n) € Qz, ... @] i A > 1.

Define ﬁ,l = fl(xl, ) mod p for 1 < ¢ < r, and define f” = fl(xl, o
Zj, 041, .., 0p) mod p for 2 < j < n. Define §; := f(acl,.. JLj O, -y Op)
mod p. Algorithm CMBBSHL lifts (fZ Vi_y € Zylza]” to (fia)ie, € Zplxy, 2a]",
then lifts (fi2)7_, € Zplx1,x2]" to (fi3)i_ . €EZ plT1, T2, xg} and so on. After the
j th Hensel lifting step, pp(f;) = A}, fi; mod p and f; j(z; = oz]) fij1 for
all 1 < <r. After the nth Hensel lifting step, pp(f;) = A]];_, fin mod p. At
this stage, rational number reconstruction [22] is performed on the coefficients
of fln in Z, for 1 <4 <r to get the integer coefficients of the factors f; in Z.

The jth (j > 2) Hensel lifting step is presented in Algorithm 4] For j = 2,
the Hensel lifting step reduces to a bivariate Hensel lift [I7]. Each sparse Hensel
lifting step consists of the following four main substeps:

1. probes to B to interpolate the bivariate images f;(x1, Yim, ;) (step ,
2. evaluations of the factors fm,l for 1 <i <r (step ,

3. bivariate Hensel lifting [17] (step [13)),

4. solving Vandermonde systems [24] (step [19).

The bivariate image f;(x1, Y, ;) is obtained from the black box B via bi-
variate dense interpolation (i.e., using Lagrange or Newton interpolations in two
varlables) Step mof Algorlthm evaluates the input factors to get a univariate
image f, j—1(x1,Y:,). Then at step [13] a non-monic bivariate Hensel lift (BHL)
is performed (see [4] for details), so we get a bivariate image of the factors,
fi,j (21, Ym,x;). After obtaining s bivariate images of the factors (s is defined
in step [5| in Algorithm , we use them to recover the variables xo,...,2,;_1
in the factor fi; € Zy[x1,...,z;] by solving Vandermonde systems at step
The verification that f; = [],_, f” at the end of the jth Hensel lifting step is
probabilistic (step , thereby avoiding explicit multiplication of the factors.

Algorithm (] could return FAIL at several steps, i.e. at step or
If p is large, the probability that Algorithm CMBBSHL returns FAIL is low. For
an analysis of failure probability, see [4].
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Algorithm 4 CMBBSHLstep (non-monic and square-free)

11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:

22:
23:
24:
25:

Input: The modular black box B : Z" x {p} — Z, such that B(3,p) = f(8) mod p,
the list of factors (fi7j71);‘:1 € Zplz1,...,2j-1]", a prime p, the evaluation point
a = (a;)~y € Z™ ', the list of partial degrees (d;)/; with d; = deg(a,x;), the
variable list X = ()i, and an index j with 2 < j <n s.t.

(i) pp(fj) (s = o) = AT;_, fij—1 mod p,

(i) each fi ;1 is primitive in z;.
Output: The list of lifted factors (fii)ie1 € Zplxa,. .., 5] s.t.

(i) pp(f;) = AIT;—; fi,; mod p,

(11) f,',j(xj = Oéj) = ﬁ;,jfl for all 1 S 7 S r,

or FAIL
: For each 1 < ¢ < r) let fij—1 = Ziﬁoaiyk(xz,...,qu)xlf, where df; =
deg(fi,j,hml) and Oik = Z;;f Ci,kl Mi,kl(.’rz, e 7$Cj,1) With Ciykf € Zp.

: Pick 8= (B2,...,Bj-1) € (Zp \ {0})"~2 at random.
: For each 0 < k < df; and 1 < i < r, evaluate every monomial M; i for 1 <1< s; 1

at ,8 and set mi ki = Miykl(ﬂ). Let Si’k = {mi,kl ‘ 1 S l S Si’k}.

: if any |Si k| # si,x then return FAIL end if

§ <= max;_; max,’; Sik
for m =1 to s do
Let Ym = (65”7 e ,/B;'n—l)'

A §5(21, Yoy ) oo O(sdid; - €(probe B) + s(did; + d1d3))
if deg(Am, 1) # d1 or deg(Am,z;) # d; then return FAIL end if R
Fi,m — f@j_l(il:l,ym) for 1 S 7 S T e e O(S Zl'ﬂzl #fi,j—l)

if any deg(F;,m) < df; then return FAIL end if
if gcd(Fim, Fi,m) # 1 for some ¢ # | then return FAIL end if
(fim)i=1 < BIVARIATEHENSELLIFT (A, (Fiim)iey, aj, p) O(s(did; + did?))
end for . .
For 1 <i<rand1<m<s, write fi,m = 22:1 Qimp Mi (21, 25), 6 < did;.
for i=1tor do
for py=1to t; gg
Let k < deg(M; u,x1).
Solve for the coefficients c;, i in 3,58 M7 4y Ciu = Qiyrpy 1 <7 < 855

end for....... .. .. O(sd; S0y #fij—1)

Construct f; ; « 22;1( L i Mg (22, . .. 7$j71))]/\\/[-;,#(331, Zj5).
end for
Pick 3 = (fa,...,[;) at random until deg(fi ;(z1,8")) = df; for all 1 <i < r.
Compute Ag: + f;(x1,3’) via probes to B and Lagrange interpolation.
if fi(z1,0) | Ags for all 1 <i <r then return (fi;)i_; else return FAIL
end if

Recursive factorization of the content Algorithm CMBBSHL computes,
with high probability, the irreducible factors of pp(f, 1) in their sparse represen-
tation. To obtain the irreducible factors of cont(f, 21 ), we construct an additional
black box for the content and factor it recursively.

Let §f = h[[._; fi, where h = cont(f,z1) and f; are the irreducible fac-

tors pp(f, z1) returned by Algorithm CMBBSHL following after rational num-
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ber reconstruction. Let C, = f € Z[z1,...,z,]. We have C, = cont(Cp,x1) -
pp(Cp,x1) = cont(f,x1) - pp(f, #1). Define C,,_1 = cont(C,, 1) € Z[xa, ..., Ty
This polynomial has one fewer variable (it no longer depends on z1). We now
construct a new black box C,_1 : Z"~! x {p} = Z,, for C,,_1 (described below),
and then apply Algorithm CMBBSHL recursively to compute the irreducible
factors of pp(C,—_1,22). When n = 0, Cy is an integer and it can be computed
by evaluating the black box Cy : ¢ x {p} — Z, at several different primes and
applying Chinese remaindering.

Constructing the black box of the content To construct the black box C,,_; :
Z" ' x {p} = Z, for C,_1, we first construct a black box F,, : Z" x {p} — Z,
such that F,,(a,p) = pp(f, z1)(a) mod p. Let (f; »)I_; be the list of irreducible
factors of pp(f, z1) returned by Algorithm CMBBSHL. Then,

pp(f, z1)(a) = H fin(a) mod p.

We then construct the black box C,,_1 by

C.([v,8],p)
F.([v,8],p)

for a fixed 7 € Z, chosen at random. If F,, ([, 8], p) = 0 then FAIL is returned.
If deg(Cp,—1, 22) = 0, then pp(C,—1, z2) = 1, and no call to Algorithm CMBB-

SHL is needed. In this case, we simply define C,_1(8,p) = C,([v,B],p) for a

fixed v € Z,, chosen at random, and proceed to the next level of recursion.

Cn—l(ﬂvp) = mod p

3.3 Complexity Analysis of Algorithm CMBBSHL

Theorem 6. Let p be a large prime and N < p, N € Zt. Let § € Z[zy, ..., xy)
be a multilinear Boolean polynomial represented by a modular black boxr B. Let
a = (a,...,a,) € Zg’l be randomly chosen such that 0 < o; < N. Suppose
a is Hilbertian. Then, if Algorithm CMBBSHL returns an answer that is not
FAIL, the total number of arithmetic operations in Z, required to compute all
irreducible factors of § in the worst case is

0 (nQSmax (Z #fi + €(probe B))) , (2)

where Smax 1S the mazimum number of terms in any coefficient (in the highest
ranking variable) in any factor, > #f; is the sum of the number of terms of all
irreducible factors, and €(probe B) is the number of arithmetic operations in Z,
for one probe to the black box B.

Proof. We first count the total number of arithmetic operations in Z, in the
j th sparse Hensel lifting step of Algorithm CMBBSHL (Algorithm . Let d; =
deg(f,z;) for all 1 < j < n. For a multilinear Boolean polynomial, d; = 1 for all
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1 < j < n. Also, there is only one factor in pp(f, 1), i.e. » = 1. Let us denote this
factor as f(1). For r = 1, the bivariate Hensel lifting in Step [13| directly outputs
the bivariate image A,, = f(z1,Yn,z;) (up to a scalar, to match the leading
coefficient). In this case, the sparse Hensel lifting becomes sparsely interpolating
f®(xq,...,2,) one variable at a time.

Step [§] is the only step to probe the black box B. We use bivariate dense
interpolation to obtain a bivariate image f;(z1,Ym, ;). It requires at most 4
probes to the black box B and O(d,d3 + did;) arithmetic operations in Z, for
Lagrange or Newton interpolation in both variables. The total cost for step [§]is
O(s - €(probe B)), since d; = d; = 1.

For Step matching the leading coefficient of A,, with the univariate image
f;l)(:ch Y;,) requires O(# (1)) multiplications in Zy, and a bivariate Hensel lift
costs O(d3d; + dld?) arithmetic operations in Z, [I7]. Thus, the total cost for
step |13]is O(s(#f1) + 2)) arithmetic operations in Z,.

The proofs of the next two steps follow from [2]. We give the total number
of arithmetic operations in Z, for each step:

Step |10 costs O(s >_i_, #fi’j,l), which is O(s#f(1)), since 7 = 1.

Step [19| costs O(sd; S1_, #f; 1), which is O(s#fM).
Adding up, the total number of arithmetic operations in Z,, for the j th Hensel
lifting step is

(0] (s (#f(l) + ¢(probe B))) ,

where s is defined in step [5| of Algorithm [

Therefore, the total number of arithmetic operations in Z, for computing
M the irreducible factor of pp(f,z1), is

0] ((n — 2)s<1) (#f<1> + ¢(probe B))) ,

where s(!) is the maximum of s in all Hensel lifting steps (from 3 to n).

Now consider the recursive computation of the factors of the content. Let
the superscript k denote the recursion level. Let f*) ¢ Z|zy, ..., x,] denote the
irreducible factor computed at recursive level k, and let s(*) be the corresponding
maximum value of s in the Hensel lifting steps. Define s,.x := maxy, (). When
k = 1, the algorithm computes f(!), the only factor of pp(f,z1). When k = 2,
the algorithm computes the factor of pp(cont(f, x1),x2). At this level, the cost
of one probe to C,,_; includes the additional cost of evaluating the irreducible
factor ) at a point. Since the evaluations in the jth Hensel lifting step use
powers of integers fa, ..., 3;, the cost of evaluating f(*) once is O(#f1)) (see

[21)-
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The total number of arithmetic operations in Z, required to compute all
irreducible factors is therefore

0 <(n —2)s) (#f<1) + &(probe B)) + (n —3)s? (#f(2> + &(probe B) + #fm)
+ (n—4)s® (#f“‘) + ¢(probe B) + # £ + #f<2>) o
+s2 (#f(”_Q) + ¢(probe B) + #fM + - + #f“““) )

co (nzsmax (Z #/fi + €(probe B))) ’

since 22;11 #fF) < ST #£;, the total number of terms in all irreducible factors

Ezample 5. Consider f = Hfil (x2i—1 + z2;). Here, n = 40, spmax = 1, and
S #f; = 40. In general, spax < #f; for all i. We construct a black box for
f by forming a block-diagonal matrix A with 20 blocks D; = <sc§;21 _11> ,
and then applying a random even permutation to the rows (or columns). Then
det(A) = f. Triangularizing each det(D;) requires one division, one multiplica-
tion, and one addition. Thus €(probe B) = 20 - 3 4+ 39 = 99, where the addi-
tional 39 multiplications comes from multiplying the diagonal entries. Therefore,
Smax (O #fi + €(probe B)) = 139.

In contrast, using an explicit form of f, the complexity is O(n?t), where
t=#f =220 = 1048576.

4 Benchmarks

We have implemented Algorithm [1]in Maple and Algorithms [2] and [3]in C. The
black box algorithm CMBBSHL is coded in Maple and C. All four substeps in
Algorithm [4 are coded in C. We present CPU timings for them on a single core
of an Intel Xeon Gold 6342 CPU running at 2.8GHz base and 3.5GHz turbo for
the following benchmark problems.

Benchmark 1 For the different choices of ¢; and ¢5 in TableE[, we generated two
polynomials f; and fs in n = 100 variables with #; terms and ¢, terms respec-
tively, at random. For each pair of ¢1,ts we created each monomial in f; in the
variables x1, ..., x50 and each monomial in f; in the variables x5, ..., z190. For
each term in f; and in fy we choose each variable with probability % at random.
We then construct the input multilinear polynomial f = fifo € Fao[z1,...,%100)
to be factored.

Table [4] is divided into 4 blocks where the input polynomial has ¢ty = 103,
tita = 10%, t;ty = 10° and t;ts = 10% terms. Column GCD is the time to
factor f for Algorithm [1] Column FDexp is the time for Algorithm [2] with the
percentage of the time spent computing AD+ BC in step 6 shown in parentheses.
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Column FDSZ is the time for Algorithm [3| with the percentage of the time spent
computing A(a)D(«) and B(a)C(«) in line 7 shown in parenthesis. Column
CMBBSHL is the time for black box factorization algorithm CMBBSHL, and
column #probes is the total number of probes to the black box B. The black
box is constructed by computing the determinant of a 2 x 2 matrix with each
factor placed on the diagonal.

For this benchmark, Algorithm CMBBSHL is not advantages when the fac-
tors are large. This is likely due to the high level of recursion required when
computing fa. As can be seen in Table 4| computing AD + BC' dominates the
cost of Algorithm [2| and evaluating A(«a), D(a), B(«), C(a) dominates the cost
of the Algorithm [3| Obviously our C implementation of Algorithm [3| (column
FDSZ) is much faster than Algorithms (1| (implemented in Maple) an (imple-
mented in C). The cost of the arithmetic in GF(2%%) is significant.

t1 tz| GCD|FDexp(AD — BC)|FDSZ(hashing)| #GF|CMBBSHL |#probes
10| 100| 2.027 4.068(99.9%)| 0.473(99.9%)| 4.92m 32.042| 12324
25| 40| 1.716 3.903(99.9%)| 0.471(99.9%)| 4.91m 18.627| 10894
50 20( 2.328 3.561(99.9%)| 0.490(99.9%)| 5.08m 20.576| 14614
100 10| 2.344 3.781(99.8%)| 0.525(99.9%)| 5.44m 37.724| 22576
10| 1000| 207.8 641.4(99.9%)| 4.658(99.9%)|48.50m| 1170.124| 88562
25| 400| 76.21 509.7(99.9%)| 4.855(99.9%)|50.60m 109.115| 41854
50| 200| 102.5 579.4(99.9%)| 4.917(99.9%)|51.06m 52.902| 30248
100 100| 159.7 606.4(99.9%)| 4.942(99.9%)|51.27m 38.502| 31012
50| 2000| 6106.8 NA| 47.19(99.9%)[492.4m| 1419.494| 174040
100| 1000| 8369.8 NA| 48.16(99.9%)[498.8m 535.165 106048
200f 500(12581.6 NA| 47.97(99.9%)[499.1m 290.581| 85852
316 316(13479.6 NA| 47.80(99.9%)[496.7m 246.143| 91088
100(10000 NA NA| 476.4(99.9%)|4,946m| 26658.000| 764670
200( 5000 NA NA| 469.7(99.9%)|4,878m| 8168.092| 426212
500( 2000 NA NA| 473.9(99.9%)[4,914m| 2640.576| 255890
1000| 1000 NA NA| 475.8(99.9%)|4,926m| 1985.960| 273892

Table 1. CPU time in seconds for benchmark 1.

Benchmark 2 For our second benchmark, we factor f,, = H;il(l’gi + X9iq1)-
The polynomial f,, has n = 2m variables and 2™ terms and m factors. For
this benchmark, Algorithm CMBBSHL is the fastest among all algorithms. The
reason for this behavior has already been demonstrated in Example

5 Implementation Notes

We describe our C implementation of Algorithms [2] and [3] The Maple and C
implementation of Algorithm CMBBSHL is not open source and is protected
under Maplesoft’s copyright.
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m #f|GCD |FDexp|FDSZ|CMBBSHL |#probes

10 1024/0.004| 0.556| 0.030 0.439 1118
11 2048(0.005| 2.130| 0.074 0.557 1352
12 4096(0.012| 9.029| 0.179 0.718 1610
13 8192(0.026| 29.59| 0.425 0.914 1892
14| 16384(0.042| 138.0| 1.001 1.109 2196
15| 32768(0.089| 568.1| 2.327 1.363 2522
16| 65536(0.551|2851.4| 5.363 1.683 2872
17| 131072(2.256 - 12.23 2.022 3244
18] 262144/(6.359 —| 27.58 2.404 3640
19] 524288|16.21 —| 62.05 2.791 4056
20|1048576|36.64 —| 138.4 3.240 4496
21|2097152(86.93 - 307.4 3.929 4958

Table 2. CPU time to factor f =[], (z2i—1 + x2:).

5.1 Representation for multilinear polynomials in Fa[x1,...,%,]

If f is multilinear in n variables with ¢ terms we encode all ¢ monomials in an
array X of 64 bit unsigned integers using the following C type definition.

typedef struct poly {

int n; // number of variables

int t; // number of terms

unsigned long *terms; // t bit vectors
} poly;

Each monomial is encoded in m = [n/64] 64 bit words thus X has length
mt words. The ¢t terms in X are sorted in descending lexicographical order with
Ty > -+ > xo > x1. For example, if f = zyzoxs + 23 + x2 + 1 we have m = 1,
t=4, X[0] =7, X[1] = 4, X[2] = 2 and X[3] = 0.

We note that in this ordering, if f = Ax;+ B for any variable, when we extract
the coeflicients A and B (e.g. in step 3 of Algorithm 3), the terms remain sorted.
However, when we project f onto a subset of the variables (e.g. in step 10 of
Algorithm 3), the terms in general will not be sorted.

5.2 Multiplication in GF(263)

We have computed an irreducible polynomial m € Fy[z] of degree 63 and we
encode elements of F' = GF(2%%) = Fy[z]/m(z) as 64 bit unsigned integers. If
a € Fylz] with deg(a) < deg(m) = 63 then the encoding is just a(2). The key
operation a(z)b(z) mod m(z) is coded a sequence of multiplications by z and
subtractions. For clarity we pseudo-code for the algorithm in Fo[z]/m(z) and the
corresponding C code using bit operations.

We represent A(z), B(z), M(z) by the 64 bit integers a = A(2),b = B(2),m =
M (2). The multiplication by z in line 4 becomes a left shift by 1 bit and sub-
traction of M (z) in line 5 becomes a bit wise exclusive.
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Algorithm 5 GFmultiply

Input: m € Fa[z] of d > 0, irreducible over Fy;
a,b € Fa[z] with deg(a) < d and deg(b) < d.
Output: ¢ = ab mod m

1: if a =0 or b = 0 return 0 end if

2: ¢+ 0

3: for i = deg(b) by —1 to 0 do

4: c+=z-c

5:  if deg(c) = d then ¢ - ¢ — m end if

6:  if coeff(b, z,i) = 1 then ¢ - c+ a end if
7: end for

8: return c

#define ULONG unsigned long
ULONG mul( ULONG a, ULONG b, ULONG B, ULONG m, ULONG M ) {
// M = 2~deg(m), B = 2~deg(b)

ULONG c;

if( a==0 || b==0 ) return 0;

c = 0;

while( B ) {
c=c<<1; // c=2c
if(c& M) c=c"m; // c=czxorm
if(b&B) c=c ~a; // c=c xor a
B=B> 1; // B = B/2

}

return c;

5.3 Polynomial Library

Our software library for multinomial polynomials over F5 supports the following
routines for the user for multilinear f and g.

— poly* newpoly(int n, int t); (constructor)
Create a new polynomial with space for ¢ terms in n variables
— poly* randpoly(int n, int t);
Create a new polynomial with ¢ terms in n variables of degree at most 1
where each term is obtained by choosing each variable with probability %
— void freepoly(poly* f);
— void printpoly(poly* f,char x);
— poly* addpoly(poly* f, poly* g);
— poly* mulpoly(poly* f, poly* g);

— poly* divpoly(poly* f, poly* g); Compute f quo g assuming g|f with
0 remainder.
— poly* gcdpoly(poly* f, poly* g); Compute ged(f,g).
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— poly* evalxtoO(poly #*f, int x); Compute f(z = 0) the constant coef-
ficient of f in x

— poly* diffpoly(poly* f, int x); Compute 0f/0x, the coefficient of f
inz

— poly* project( poly *f, ULONG * X ); Project f onto the variables in
the bit vector X

— listpoly* facpoly(poly* f);
Output a linked list of the irreducible factors of f.

Our software is available at www.cecm.sfu.ca/“mmonagan/code/facpoly
For ease of use we have also provided a parser to read a multilinear polynomial
from a text file. The sample code facpoly reads in a multilinear polynomial,
factors it and print out the factors found. Reading is very fast. For example if
the text file foo contains

x1*x3*x4*x5+x2*%x3*%x4*x5+x1*xX3+x2%x3

executing the Unix command ./facpoly 5 foo produces the output

f1 := x2+x1;
f2 := x3;
3 := x4xxb+1;

6 Conclusion

We presented two fast algorithms for factoring multilinear Boolean polynomials:
a Monte Carlo method with O(n?t) complexity for explicit sparse input, and the
black box algorithm CMBBSHL for cases where f is available only through eval-
uation. Our implementations demonstrate substantial practical speedups over
existing approaches, and the black box method further reduces complexity when
Smax (O_ # i + €(probe B)) « t. Together, these results provide the most effi-
cient practical tools currently available for factoring multilinear Boolean poly-
nomials.
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